Nuclear Science and Techniques (2022) 33:161
https://doi.org/10.1007/541365-022-01142-7

=

Check for
updates

Heavy ion-induced MCUs in 28 nm SRAM-based FPGAs: upset
proportions, classifications, and pattern shapes

- Xin-Yu Li"2 - Shi-Wei Zhao"2® - Ze He?

- Jie Liu"?

Shuai Gao'?
Chang Cai*

-Bing Ye'?® . Li Cai' - You-Mei Sun'? . Guo-Qing Xiao' -

Received: 28 August 2022 / Revised: 17 October 2022 / Accepted: 29 October 2022 / Published online: 9 December 2022
© The Author(s), under exclusive licence to China Science Publishing & Media Ltd. (Science Press), Shanghai Institute of Applied Physics, the Chinese
Academy of Sciences, Chinese Nuclear Society 2022

Abstract

For modern scaling devices, multiple cell upsets (MCUs) have become a major threat to high-reliability field-programmable
gate array (FPGA)-based systems. Thus, both performing the worst-case irradiation tests to provide the actual MCU response
of devices and proposing an effective MCU distinction method are urgently needed. In this study, high- and medium-energy
heavy-ion irradiations for the configuration random-access memory of 28 nm FPGAs are performed. An MCU extraction
method supported by theoretical predictions is proposed to study the MCU sizes, shapes, and frequencies in detail. Based on
the extraction method, the different percentages, and orientations of the large MCUs in both the azimuth and zenith direc-
tions determine the worse irradiation response of the FPGAs. The extracted largest 9-bit MCUs indicate that high-energy
heavy ions can induce more severe failures than medium-energy ones. The results show that both the use of high-energy
heavy ions during MCU evaluations and effective protection for the application of high-density 28 nm FPGAs in space are
extremely necessary.

Keywords FPGAs - Heavy ions - Multiple cell upsets - Extraction - Worse irradiation

1 Introduction

Static random-access memory (SRAM)-based field pro-
grammable gate arrays (FPGAs) are sensitive to radiation-
induced single event upsets (SEUs) [1-3]. Single-bit upsets
(SBUs), as a well-known effect in FPGAs, occur when single
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particles (such as heavy ions) deposit energy that exceeds the
critical charge in single memory cells. However, in modern
advanced process technologies, owing to the smaller area
and decreased critical charge of transistors, single particles
can affect more than one memory cell simultaneously in the
physical layout to generate clustered errors, that is, multiple
cell upsets (MCUs) [4]. MCUs have become a catastrophic
factor that threatens the safety of FPGAs applied in aero-
space missions [5, 6]. Particularly, as the feature size of tran-
sistors continuously shrinks to the nanoscale, the propor-
tion of MCUs in FPGA s increases dramatically [7, 8]. When
MCUs occur in critical configuration RAMs (CRAMs) that
control the entire functions of FPGAs, an abnormal state of
the on-orbit systems may occur. Therefore, it is crucial to
study the impact of MCU on CRAMs to guarantee the safety
of critical electronic components in aerospace missions.
Although fault injections can simulate MCU informa-
tion, irradiation tests are closer to the actual space environ-
ment to study the influences of MCUs on circuits because
of the actual ion-induced charge generation process [9, 10].
Heavy ions of various energies are typically utilized in irra-
diation tests. Therefore, the required energy range must be
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specified. The medium-energy range is defined as 1-10 MeV
per nucleon [11]. Beams that reach 10-100 MeV/n and
5-150 GeV/n are considered to be high-energy and ultra-
high-energy beams, respectively [12]. For ground-based
accelerator evaluations, medium-energy heavy-ion irradia-
tion under vertical incidence is typically utilized. However,
high-energy heavy ions existing in the space environment
[13] have recently promoted the MCU investigations. The
results in [14] showed that compared to medium-energy
heavy ions, ultra-high-energy heavy ions with the same
ionization ability can induce larger-scale MCUs in 28 nm
FPGA:s, indicating that the energy of heavy ions significantly
affects the size of MCUs, but the ionization ability was rel-
atively small (3.7 MeV/(mg/cm?)). Because high-energy
heavy ions have considerably higher ionization ability than
ultra-high-energy heavy ions, they would generate larger
proportions and sizes of MCUs that significantly threaten
the safety of FPGAs. Additionally, based on medium-energy
heavy ions, the tilted irradiation tests in [15] demonstrated
more serious MCU effects on nanoscale FPGAs. When con-
sidering tilted high-energy heavy ions, considerably larger
MCUs may appear in nanoscale FPGAs, compared with
medium-energy heavy ions with a higher ionization abil-
ity. Unfortunately, no study has been conducted on irradia-
tion tests with high-energy heavy ions to demonstrate the
worse MCU effects of the high ionization ability on 28 nm
FPGAs. Although [16] performed more serious irradiation
tests in different directions with medium-energy heavy ions
for Kintex-7 FPGAs, detailed MCU patterns and sizes were
not provided. Hence, systematic studies including worse
MCU characterizations and effective MCU discriminations
are necessary to determine the more serious MCU influences
and support the process of radiation-hardened designs.

In contrast to the standard modular structures of SRAMs,
the complex layout arrangement of CRAMs with different
sensitive node distances may induce diverse MCU fea-
tures, leading to an accurate distinction between MCUs in
CRAMs much difficult [17]. Additionally, the complicated
interleaved schemes used to mitigate MCUs make it unfea-
sible to discriminate between MCUs [18]. Although the dis-
tinction between the SBU and MCU data can be achieved
by controlling the flux of the ion beams and performing
microbeam scanning [19, 20], the time and cost consumed
are non-negligible. Additionally, there exists an inexpen-
sive method named “statistical analysis,” which classifies
MCUs by XORing flipped pairs, but it is not appropriate for
the modular separated FPGA architecture [21, 22]. Besides,
[17] presented a statistical MCU extraction from FPGAs
according to the abnormous relationships between upset
addresses, but it lacked theoretical support. In [23], although
the authors extracted MCUs with the help of a Monte Carlo
simulation and theoretical prediction, there was no further
explanation of the relationships between upsets satisfied
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when MCUs were extracted. Therefore, there is an urgent
need to propose a convincing and effective MCU extraction
method for representative FPGA-based systems to determine
the impact of MCUs.

In this study, systematic heavy-ion irradiations on 28 nm
SRAM-based FPGAs were performed to determine the
worse MCU response of devices, and an improved MCU
extraction method was proposed to study the MCU features.
With detailed MCU information, we identified the worse
impacts of high-energy heavy ions than medium-energy
ones and different MCU features under various irradiation
conditions. This paper is organized as follows. In Sect. 2,
we introduce the irradiated devices, test system, and experi-
mental information. The detailed MCU extraction process,
results, and discussion are presented in Sect. 3. Finally, we
present our conclusions.

2 Experimental setup
2.1 Devices under test

High-performance Xilinx XC7K325T FPGAs were chosen
as the devices under test (DUTs), which have been widely
used in cost-sensitive applications to achieve high-end con-
nectivity, bandwidth, and signal processing capability [24].
A 28 nm bulk silicon process with a high-k metal gate was
utilized in the DUT. All programmable routings or switches
in the DUTs are controlled by CRAMs, which can achieve
complex functions to satisfy the requirements of different
space missions after rational configurations.

The CRAMs are formally arranged into “frames” (rows)
and “bits” (columns) for Xilinx families, and the specific
functions can be realized by configuring the customized bit-
streams generated by the Vivado software into the CRAM
part. The DUT has 22,546 frames (including seven dummy
frames) and 72,846,048 bits (i.e., 101 32-bit words for each
frame). All frame data can be read back and compared
with the golden bitstream, and the error data, as well as the
logical locations (frame# and bit#), are extracted after the
comparisons.

2.2 Test system

A test system was developed to capture the irradiation
vectors of the DUT. The test system consisted mainly of
a motherboard and daughterboard. The DUT on the daugh-
terboard was irradiated during the tests. The main control
FPGA soldered on the motherboard was responsible for
reading the contents of the DUT, transmitting commands,
and identifying functional failures. Both the motherboard
and daughterboard need a 12 V DC power supply. The high-
speed interface was utilized to connect the two boards, and
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the configuration time was less than 0.5 ms. Additionally,
we designed software on the host computer to control the
test system. After the beam is turned off, the motherboard
executes bitstream comparisons and uploads the results to
the main control FPGA. The detailed information on the
upsets and types of hard errors were captured and saved as
log files for further analysis.

2.3 Irradiation parameters

Irradiation tests were performed at the Heavy Ion Research
Facility in Lanzhou (HIRFL) at the Institute of Modern
Physics, Chinese Academy of Sciences. High-energy "®Kr
ions and medium-energy '**Xe ions were used to irradiate
the DUT. The '*°Xe ions were accelerated using a sector
separator cyclotron. The "®Kr ions were from the cool-
ing storage ring (CSR), and this was the first available
high-energy single-event experiment of the CSR heavy-
ion accelerator. To meet the ion range requirement, the
substrate of the DUT was thinned to approximately 50 pm.

column

Fig.1 Ion beam with azimuth angle € and zenith angle y incident on
the DUT surface

It should be noted that the tests were performed under the
nominal temperature (20 °C). The standard core voltage
of the DUT was 1.0 V. Moreover, several aluminum foils
were used to achieve multiple linear energy transfer (LET)
values. The DUT was fixed on a 5-dimensional platform
to change its position and rotate the tilts (6, y), as shown
in Fig. 1.

Additionally, many testing trials were performed at a
low fluence to reduce the occurrence of MCUs induced
by several heavy ions, and the detailed explanations are
presented in the next section. The experimental conditions
and parameters are listed in Table 1. In both the "8Kr and
129Xe experiments, the number of upsets in each run was
controlled at less than 400. Any trials with upsets exceed-
ing 400 were discarded from the dataset. In our testing
scheme, static modes were used to radiate the DUT. The
static modes start with the configuration of our DUT with
a bitstream and then with the beam on. During the radia-
tion tests, the circuits inside the DUT do not work because
the static modes do not rely on clock driving. Heavy ions
only affect the configuration functionality of the circuits,
that is, the CRAM cells. After reaching the preset heavy-
ion fluence, the beam was turned off, and the radiated and
golden bitstreams were compared to identify the upsets. To
date, only a single testing trial has been completed. Before
the next static trial, the configuration must be restarted to
restore the functionality of the DUT. By repeating this
operation, multiple trial results were obtained. Static
modes have the benefit of preventing undesired occurrence
of functional errors and mitigating the rates of burst errors
during the reconfiguration process [25], which improves
the efficiency of our MCU extractions. The heavy-ion test-
ing platform of HIRFL can achieve accurate flux as well
as control the preset fluence.

Table 1 Detailed experimental

. . Heavy ion Energy (MeV) LET(MeV/ Range (um) Angle Flux Upsets ~ Number
information in active regions (mg/cm?))  in silicon 6, y) (ions/(cm? of trials
in active s))
regions
8Ky 3348.0 133 699.4 0°,0°) 730 3662 15
(0°,30°) 715 5468 22
1653.0 20.8 246.4 0°,0°) 640 4771 18
(0°,30%) 440 4232 22
793.0 31.0 98.2 0°,0°) 310 3164 17
(0°,30°) 350 3628 14
1Xe 771.0 66.5 58.4 (90°, 0°) 200 1721 7
(90°, 30°) 150 1590 7
(90°, 45°) 160 1211 5
(0°,30°) 100 1482 7
(30°, 30°) 100 3392 15
(45°, 30°) 80 898 4
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3 Results and discussion

During data analysis, several consecutive upsets of almost
16 bits in the same frame were observed and were identified
as being caused by micro-functional failures [17]. Because
these abnormal upsets interfere with the real MCU results,
before the MCU extraction, they were removed from the
collected upset data.

3.1 FMCUs

“False MCUs (FMCUs)”, typically defined as MCUs
induced by several particles rather than single ones, sig-
nificantly affect the determination of correct MCU results.
Therefore, before irradiation tests, it is necessary to propose
a test principle that prevents the occurrence of FMCUs as
much as possible.

According to [26], the probability of FMCUs can be

— )2k -1
_pp— 1) )>. "

P,(n, p)(collision) ~ 1 — exp ( >
n

In this equation, p is the number of upsets in each radia-
tion test, k is the collision range, which was set to 32 (the
length of a word in the Kintex-7 FPGA), and 7 is the num-
ber of bits in one specific memory. It can be observed that
the probability of the FMCUs depends only on the num-
ber of upsets. Equation (1) shows that when there are a few
upsets, the probability of the FMCUs can be sufficiently low.
This is the reason why we separated our tests into multiple
rounds as illustrated in Sect. 2.3. A more specific approach
to obtain as few upsets as possible is to control the fluence
of the heavy ions in each round of the radiation test. In the
analysis of the upsets, the minimum and maximum numbers
of upsets were 86 and 272, respectively. Based on Eq. (1),
the minimum and maximum probabilities of the FMCUs in
our radiation designs were approximately 0.3% and 3.0%,
respectively, which proved the statistical property of this
calculation.

3.2 MCU extraction

MCUs can be extracted by determining the differences in
the positional relationships between the actual upset data
and theoretical predictions. Therefore, the first important
task was to create a predictive model. In this model, only
SBUs exist, referred to as only-SBU systems [22], where
the relationships between single upsets show a specific fre-
quency distribution. However, the actual radiation violates
the above assumptions because heavy ions can affect more
than one cell simultaneously to generate the MCUs. The
charge-sharing effect is another essential factor in MCU
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generation. More specifically, because MCUs are generated
by single particles, there must be a certain rule between the
upsets because it is determined by the statistical spatial and
temporal nature of the ion beams and the specific MCU
sensitivities of devices. Hence, the relationships between
the real upsets must exhibit different frequencies from the
theoretical only-SBU predictions; that is, the relationships
appearing more frequently than the predictive ones can be
identified as being caused by the MCUs.

Before constructing the predictive model, we first assume
that there is a rectangular space of length X and width Y, and
this space contains N elements, where N is equal to XX Y.
The elements in this space can be included by a set named
R, where R={A,, A,, As, ..., Ay}, and A, is the i, arbitrary
element in R. Each element A; in this space has its unique
coordinate representation, labelled as (x; y;) formally like a
position in the X-Y plane. Hence, the coordinates of all ele-
ments in this space can be defined from the bottom left (1,
1) to the top right corner (X, Y).

In fact, there are specific relationships between the ele-
ments in this space. To identify the relationships between
them without repetition and loss, we should first organize
them in increasing order, and the principle is given by.

Ai = (x2):A; = (x;3;) and
if

X < X

or

x; = xandy; <y

then A; <A,

Subtraction can be used to determine the unique rela-
tionships among these elements. Hence, we can formally
obtain several offsets, such as (Ax, Ay). We then define a
set named the offset set (OS) that contains all these offsets.
It is worth noting that the Ax of each offset in the OS must
be equal to or greater than 0, and the contents of the OS can
be determined by

0S = {(A4; —A)IA; <A, A, A; €R}. )

To illustrate the subtraction process more clearly, we used
a2x3 array named S as an example. The coordinates of all
the six elements and their subtracted offsets are listed in
Table 2.

In the example illustrated above, X and Y are selected as
2 and 3, respectively. We then return to the Kintex-7 FPGA.
As illustrated in Sect. 2.1, the CRAM bits are arranged in
rows and columns in the Xilinx FPGAs. Therefore, in the
N-bit CRAM space mentioned above, X and Y were 22,539
and 3232, respectively. Using Eq. (2), we can infer that the
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Table 2 Results of the

calculated offsets in a 2x3 S 4D (1,2 (1,3 2D (2,2) 2.3)

array (1, 1) O, 1) 0, 2) (1,0) (1, 1) (1,2)
(1,2) O, 1) (1,-1) (1,0) (1, 1)
(1,3) (1,-2) (1,-1) (1,0)
2D ©, 1) (0,2)
2,2 0, 1)
(2,3)

ranges of x and y of the offset (x, y) are from O to 22,538 and
-3231 to 3231, respectively, and they are both integers. The
offsets (x, y) in the N-bit CRAM space are arbitrary combi-
nations of all x and y within the above ranges; however, these
offsets must meet the increasing order rules exactly at x=0.
Thereby, there is a total of N(N-1)/2 offsets with repetition.
For an arbitrary offset (x, y), the probability that it appears
in the OS is determined by

(Y = yDX = x).

y) = —2
PO = TS 3)

After each radiation test, N, upsets (N, <<N) were
observed. A set named U, containing all the N, upsets with
increasing order is then created to calculate the new OS,
and the next significant step is to determine the predictive
frequency distributions. For these N, upsets in an individual
radiation trial, the number of offsets in the new OS is given
by (4) to obtain Ng.

Nos=1/2-N,- (N, - 1) 4)

In our predictive model, because we assume that these
upsets are irrelevant to each other, the probability of an arbi-
trary offset (x, y) appearing m times in the total Ng trials
can be calculated using the classical binomial probability
distribution

Nos

P = <er5> Py (= pay) e (s

Then, under this prediction, the number of offsets that
appear m times in N trials is simply the sum of all the con-
ditions; that is, the probability of each offset (x, y) multiplied
by its appearing times N, , in the new OS.

Xy

NOm) = Y N, ,py(m) ©)

(x,y)

To ensure that the extracted MCUs have more than 95%
confidence, we set 0.05 as the maximum value of Eq. (6) to
determine the cut-down value, labelled as m.

We illustrate the above extraction process using an exam-
ple. In the case of the Kintex-7 FPGA, based on Eq. (2)
and Eq. (3), we can first determine the probabilities of all

offsets {(0, 1), (0, 2), ..., (0, 3231), (1, —3231), (1, —3230),
..., (1, 3231), (2, -3231),..., (22,538, 3231)}. After a sin-
gle radiation test, we observed 214 upsets, and the Nyg was
22,791. According to Eq. (5), we can determine the prob-
abilities of all the actual obtained offsets (those offsets are
absolutely the subset of the above offsets) that are in the
new OS appearing m times. We then sum the above prob-
abilities of all offsets multiplied by their appearing times in
an individual test round to determine the number of offsets
appearing m times. By letting the left-hand term in Eq. (6)
be equal to 0.05, we obtain a cut-down value. In this case,
the cut-down value m was 2.9. Thus far, we have completed
the single process of obtaining one cut-down value. Then,
a question arises: How do we identify the offsets that are
caused by MCUs? The answer is that offsets that emerge
more frequently than 2.9 times are extracted as true offsets
that are induced by MCUs, because they violate the irrel-
evance between upsets, that is, only-SBU theoretical pre-
diction. By repeating the above process, we obtain many
cut-down values, which rely on the number of rounds of the
static tests performed. However, if we carry out too many
rounds of tests, the calculation and comparison processes
are bound to be huge. To address this problem, two rules
are defined below to make MCU extraction more convenient
and accurate.

A. Cut down rule

This rule helps extract the MCUs more conveniently.
Because of the specific physical layout arrangement and
the MCU sensitivities of devices, after the cut-down val-
ues of all the testing rounds are confirmed, these values
and the occurrence numbers of the same offsets obtained
from multiple rounds can be added separately to create
a histogram containing all the possible offsets. Taking
two rounds of radiation tests as an example, their cut-
down values are calculated to be 2.9 and 3.1, and off-
set (1, 0) occurs 30 and 39 times, respectively. We can
then add them separately. Finally, the cut-down value is
6.0, and the offset (1, 0) occurs 69 times. Based on this
rule, the offset results of the "®Kr and '**Xe irradiations
are shown in Fig. 2. Offsets that occurred above the cut
down (dashed red and blue lines in Fig. 2) were identi-
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Fig.2 (Color online) Results of offsets caused by "*Kr and '**Xe ions

Table 3 Statistical offset results for the occurrence numbers of logical
upset offsets that do not exceed the cut-down value

Max number of
occurrences in each run

K 2

4

Shape Offset values

(0, 1), (1,0), (1, -1), (1,-2)
(0, 1), (1, =1, (1, 0), (1, 1),
2,-1), (2,0),3,0,3, D
2 (0, 1), (0,2), (1, -1), (1, 0),

(1, 1), (1,2),(1,3)

(0, 1), (1, =1), (1, 0), (1, 1), (1, 2),
(2,-1),(2,0),2, 1,3, 1,3,2
(0, 1), (0,2), (0, 3), (1, -2), (1, -1),
(1,0), (1, 1), (1,2), (1,3), (1, 4)
(0,1),(0,2), (0, 3), (1, =3), (1, -2),
(1,-1), 1, 0), (1, 1), (1, 2), (1, 3)
(0, 1), (0,2), (0, 3), (0, 4),

2 (1,-3), (1,-2), (1,-1), (1, 0),
(1,1),(1,2),(1,3)

" |
H
5 3
i

fied to discriminate the MCUSs, and the remaining offsets
were discarded.
B. Repetition rule
Here, we define another principle called the repetition
rule. This rule is available for offsets that do not exceed
the cut-down value. For example, during the analysis,
some exclusive MCUs presented in Table 3 appeared at
least 2 times in an individual round. Because the prob-
ability of the same-shape MCUs appearing more than
two times can be calculated to be very low, the offsets
marked in red were reconsidered and added to the true
offset group. This rule helped recover anomalous offsets
that were not in the OS, as confirmed by the cut down
rule.
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Table 4 Logical sizes and shapes of different MCUs
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MCU extraction begins with the construction of 2-bit
MCUs; then, the larger MCUs need to be further identified
based on the 2-bit MCU results by determining if the off-
sets between them are included in the confirmed OS. This
procedure is iteratively performed until the offsets of the
maximum MCUs go against the OS.

3.3 Results analysis

Figure 3 shows the detailed SBU and MCU results of the
78Kr and '?°Xe irradiation tests. For the ®Kr ions, the cross-
sections of the SBUs and MCUs were almost the same.
However, the MCUs dominated the '*Xe ion-induced
upsets, which demonstrated a high-energy deposition ability
and a strong charge sharing effect of the '**Xe ions. Moreo-
ver, for both tests, significant increases in the cross-sections
of the angular irradiations were observed, indicating that the
different ion trajectories can affect the MCU characteristics
of the 28 nm SRAM-based FPGAs.

Based on Fig. 2 and Table 3, the extracted logical sizes
and shapes of the MCUs are presented in Table 4. We
obtained diverse (up to 9-bit) MCU patterns based on the
selection of the worst irradiation parameters; these MCU
data can support an effective radiation hardening process
under a harsh space environment. It is important to note that,
because of the statistical distribution nature presented in this
paper, this method can be applied to arbitrary memory-based
devices. If other types of FPGAs are irradiated, the MCU
results can be easily obtained by changing X and Y in Eq. (3).
For the same generation of Xilinx FPGAs, owing to the same
process technologies, the MCU information presented in
Table 4 can be directly used to distinguish the MCU-induced
cross-sections and failures.

The percentages of MCUs of different sizes are pre-
sented in Fig. 4a (for 8 Kr ions) and Fig. 4b (for 129%e
ions). It is clear that for the high LET '*’Xe ions, approxi-
mately 60% MCUs were the major problem for aerospace
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Fig.3 (Color online) Detailed SBU and MCU results of a 8Kr jon
and b '»Xe ion irradiation

electronic systems. In Figs. 4a, b, an apparent percent-
age dependence of the large (more than 3-bit) MCUSs on
the LET and tilts was observed, and the good consistency
indicated that the MCU distinction method is suitable for
high-density FPGAs. Under the same LET, all large offsets
(i.e., large MCUs) were generated under tilted incidence,
which also proved the effectiveness of the MCU extrac-
tion method.

Additionally, for the '>’Xe ion irradiation, 7-bit MCUs
were observed in the (90°, 30°) directions; however, under
the (0°, 30°) incidence, the offset (1, 4) helped identify the
largest 8-bit MCUs. For 6 or y varying from 0° to 45°, the
percentages of the largest MCUs increased by 5—6 times,
demonstrating that there are indeed different layout distances
in the different directional irradiations. Moreover, large
(more than 4-bit) MCUs appeared more frequently when y
was equal to 30°, which identified worse tilted irradiation
effects. The MCU results verified the impacts of the dif-
ferent sensitive region arrangements on the extracted MCU
orientations, and the discrepancies of the cross-sections in

LET: 133 208 310 133 208  31.0
(6, ¥):(0°,0°)  (0°,0°) (0°,0°) (0° 30° (0°30°) (0° 30°)
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Fig.4 (Color online) Percentages and sizes of MCUs induced by a
"8Kr ions and b '2°Xe ions

different incident directions must be considered to obtain the
worse and more accurate MCU responses.

Although the SBUs and 2-bit MCUs occupied almost the
entire "®Kr upset dataset, when the LET was 13.3 MeV/(mg/
sz) and the tilt was (0°, 30°), 9-bit MCUs were observed
twice in an individual irradiation round. Compared with
the maximum 8-bit MCUs found in the '**Xe tests with the
same (0°, 30°) incidence, the "®Kr ion-induced larger MCUs
revealed that although the high-energy heavy ions have a
much smaller LET, the generated charges can still exceed
the critical charge of the 28 nm FPGAs. Therefore, the Ky
ions have more severe effects than the 'Xe ions, even with
a considerably higher LET.

In fact, heavy-ion energy has a significant effect on
MCUs. During the interaction of heavy ions with devices,
a region formally like a cylinder, called the ionization
track, is created along the path of heavy-ion incidence to
deposit energy in the memory cells. There are two important
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Fig.5 (Color online) Count comparison of offsets between 78Kr and
129X ions, we zoomed in on the right part of Fig. 2

parameters in this region. One is the radius, which identi-
fies the range that the heavy ions can affect, and the other
is the density of electron—hole pairs inside the ionization
track, which determines the collected charge. Any cells
within this track will be upset once their collected charge
is equal to or greater than the critical charge. As reported in
[27], heavy ions with higher energies have wider ionization
tracks; this is because they can transfer more energy to the
target atoms by the direct ionization process. These second-
ary atoms have higher kinetic energy that affects the sub-
sequent atoms, finally generating a wider ionization track.
In our testing scheme, because the 78Kr ions at the LET of
13.3 MeV/(mg/cm?) had considerably higher energy than
the '®Xe ions, their wider ionization track can affect more
cells. However, it should be noted that compared to the 129xe
ions, the density of the electron—hole pairs inside the ioniza-
tion track of the "®Kr ions is lower. This is because the "®Kr
ions have a smaller LET (LET corresponds to the density
of the electron-hole pairs). Therefore, the "*Kr ions have a
smaller probability of inducing cells to be upset exactly at
the edge of the ionization track, which exceeds the critical
charge of the 28 nm technology. However, in modern scaling
devices, because the critical charge of cells is sufficiently
low, these cells are more prone to be upset to generate large
MCUs, which is the reason why we observed the largest
9-bit MCUs. Therefore, to avoid underestimating the MCU
sensitivity, high-energy heavy ions are necessary for the
evaluation of advanced devices.

We further compared the offset counts between the "*Kr
and '?Xe ions in Fig. 2 and 5 to better understand the more
serious influences of high-energy heavy ions. As shown in
Fig. 2, the number of offsets (1, 1), (1, 0), (0, 1), (1, -1),
(0, 2), and (1, 2) exceeded the separate cut-down values for
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Fig.6 (Color online) Percentages of large offsets at incidences of a
0=90° and b y=30° in '*°Xe radiation tests

both the "®Kr and '*’Xe heavy ions. Although the number of
offsets of the "®Kr irradiation was less than that of the '*Xe
ions, except for (2, 0), (2, —1), (2, 1), (3, 0), and (3, 1); the
worse effects of the "*Kr ions were determined by finding a
comparable number of offsets to the '**Xe ions.

In Fig. 5, the offsets (2, 0), (2, —1), (2, 1), (3, 0), and (3,
1) of the '*°Xe ions appeared more frequently than those
of the "®Kr ions. To determine the causes of this phenom-
enon, Fig. 6a illustrates the percentages of the large lateral
offsets of the '2°Xe radiation tests at various tilts. It can be
observed that the offset (2, 0) percentages were almost the
same (approximately 15%) for all the conditions, indicating
that the '2°Xe ions can simultaneously affect cells with a
logically lateral distance of 3. Additionally, as y increased,
the remaining offsets appeared more frequently, proving
that large lateral offsets were indeed induced by €=90°.
Because we only irradiated our DUT with high-energy heavy
ions in the #=0° direction, these large lateral offsets rarely
occurred.
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When radiating the DUT in various @ directions, a similar
conclusion can be made from Fig. 6b; that is, the increased
azimuth angles can induce larger offset percentages in the
longitudinal orientation. When comparing the offset dis-
tances between (90°, 30°) and (0°, 30°) in Fig. 6, the largest
offset (1, 4) revealed the worst MCU sensitivities when 6
was equal to 0°, which is in good agreement with the largest
8-bit MCUs found in the '?*Xe radiation tests at (0°, 30°).
The offsets in the longitude were larger than those in the
lateral direction, demonstrating that the word direction was
more sensitive than that between words.

As mentioned above, because irradiations under 8 =0°
can cause the largest longitudinal offsets, the numbers of
offsets (1, 2), (1, =2), (0, 3), (1, 3), (0, 4), and (1, 4) of the
"8Kr data were almost the same as that of the '*’Xe ions. It
can be inferred that high-energy heavy ions in the rotated 8
directions generate larger MCUs (more than 9-bit) by creat-
ing larger lateral offsets.

For modern scaling devices, the energy, LET, tilts, and
irradiation directions are becoming serious issues in irradia-
tion evaluations. Under tilted incidence, it is predicted that,
as the ionization ability of high-energy heavy ions increases,
the sizes and proportions of the MCUSs will dramatically
increase, which will seriously affect the function of FPGA-
based on-orbit systems, which must be considered. Addition-
ally, based on the worse 9-bit MCUs observed in the high-
energy tests, high-energy heavy ions are recommended to
fully characterize the MCUs during ground-based accelera-
tor radiation tests. With the help of the general MCU distinc-
tion methods, more serious MCU impacts were accurately
determined according to the worse irradiation evaluation.
Moreover, as illustrated in Fig. 6, the selection of various
directional evaluation schemes affects both the OS content
and MCU features owing to the different ion energy transfer
trajectories. Therefore, diverse MCUs in different directions
should also be considered by hardening designers.

4 Conclusion

In this study, systematic medium-energy '**Xe and high-
energy 'SKr ion tests under different irradiation directions
were performed to evaluate the negative effects of MCU.
Additionally, the MCU extraction and classification of the
28 nm SRAM-based FPGAs were successfully proposed,
and the detailed MCU shapes, sizes, and frequencies were
presented.

Based on the statistical MCU identification methods, off-
sets that did not match the predictive model were extracted
to construct the MCUs. Some offsets that appeared to be
less than the cut-down value were further determined by
checking whether the MCUs appeared more than 2 times.
A restriction of less than 0.05 in Eq. (6) enables the MCU

extraction method to achieve more than 95% confidence.
The detailed SBU, MCU results, and extracted large offsets
revealed and demonstrated the worse sensitivity differences
(offset orientations) in different irradiation tilts and direc-
tions, and further identified the 9-bit MCUs caused by the
negative impacts of high-energy heavy ions on the 28 nm
FPGAs. Therefore, the use of high-energy heavy ions to
evaluate scaling devices for the worse MCU sensitivities
was necessary.

Worse radiation evaluations and detailed MCU extrac-
tions are indispensable for preapplied digital circuits in harsh
space environments. The worse MCU data and detailed
analysis presented in this paper can be used to perform tar-
geted hardened strategies to mitigate destructive MCUs and
further control soft error rates.
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